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Introduction

State-of-the-art Deep Convolutional Neural Networks (DCNNs) perform with

- high accuracy on face identification tasks (e.g. Taigman et al. 2014).

- good generalization across viewpoint, illumination, and appearance.

2 Methods of Familiarity

Conclusions

Human & Machine: Face Matching
(Noyes & Jenkins, submitted; Noyes et al. 2017)

Averaging Method of Familiarity

Contrast Method of Familiarity

 DCNN (and human)identification performance
impaired by Evasion Disguise.

* Averaging Method improved Evasion Disguise
To date, DCNN performance tested only with ‘cooperative’ images. but reduced performance on different-identity
DCNN performance for disguised faces is unknown. trials.
!—Iere westeit |dentn°|cat|onI S(c)elr;‘ormance of a state-of-the art DCNN on disguised face + Contrast Method improved Evasion Disguise and
images t al. : . . . . L . .
BES (ankaranarayananet 2 ) Same identity? Same identity? maintained high performance of different
DCNNs — are they impaired by evasion and impersonation disguise ? identity trials.
Humans are strongly impaired by evasion disguise; less impaired by impersonation (Noyes & N L _
Jenkins, submitted) ‘ Reference Model Average Representa.tlon Model References
Image Image of Reference Identity Image
DCNN performance for disguised faces — do they improve with identity familiarization?
Humans -> more accurate for familiar disguised faces (Noyes & Jenkins, submitted). Kramer, R.S.S., Ritchie, K. L., & Burton, A. M. (2016). Viewers
[ Methods extract the mean from images of the same person : A route to face
learning, 15(2015), 1-9.
Stimuli e Paired matchingtask on humans (Noyes & Jenkins, submitted). * When peoplelearn a face, they may create an average image- * Familiarity depends on learning within-identity variation g 2 lenkine. R. (Sub o). Delit ; f
: .. . . : i : itted). Deliberate disguise i
o _ based representation for multiple images of the face (kramer, and between-identity contrasts. .doyei;. % Jenkins, R. (Submitted). Deliberate disguise in face
« Stimuli - FACADE image dataset (26 models) : : C o - laentitication.
+ Conditions - No Disguise and 3 Disguise types * DCNN matchingperformance computed by calculating similarity Ritchie & Burton, 2016).
Evasi del bhot hed to look unlike self reterence g score between Reference Image and Model Image for each * Trained SVM classifiers for each identity. DCNN learned Noyes, E., et al. (2017). Comparing human and deep convolutional
vasion: model photographed to look unlike self. . : . . . : . . : - T
ol PRotograp L mes mese image pair. « Alternative model: Average DCNN face representation: many images of each identity, and how each identity neural network face-matching performance on disguised face
Impersonation Similar: model photographed to look like a ‘similar : . .. : : o images. Journal of Vision., 17(10), 1003.
person - Varied number (N= 0-100) of no disguise images of each differed from all otheridentities.
Impersonation Random: model photographed to look like a ‘random’ e Similarity score compared against criterion to determine model submitted to DCNN. Sankaranarayanan, S., Alavi, A., & Castillo, C. (2016). Triplet
person. same/different identity response. - Similarity score calculated by comparing Average e Allimages compared to SVMs. Dot product for each Probabilistic Embedding for Face Verification and Clustering. arXiv
Same Different Similar Different Random Representation with Model Image. image pair calculated to produce similarity score. preprint arXiv:1604.05417, 2016.
% [ Results Taigman, Y., Yang, M., & Ranzato, M. A. (2014). Deepface: Closing
2 % of correct resbonses % of COMeCt resnonses the gap to human -level performance in face verification. CVPR
= ;'?"p,‘lem"ati"" % of correct responses — — _Nolmages 3Images 5lmages 10Images 20 Images Al Images 3 images 5images 10images 20 Images All Images IEEE Conference, 1701-1708.
e Unfaml!lér Human Famlh,ar,Human DERE Same No Disguise 100.0 100.0 100.0 100.0 100.0 100.0 Same No Disguise 99.2 99.2 100.0 100.0 96.0
Participants Participants
Same Disguise 40.0 43.9 44.6 46.2
o Same Disguise 50.0 46.9 52.3
= No Disguise Disguise No Disguise  Disguise | No Disguise  Disguise Different Similar 99.2 100.0 100.0 100.0 100.0 Acknowledge me nts
8 No Disguise ’ ’ ’ : ’
0 Same 96 60 98 87 100 50 | Evasion Different Similar 55 e 962 . -~
_ No Disguise 100.0 9.2 98.5 °. °. . g:zfel:;’: Similar 99.2 100.0 100.0 100.0 100.0
Randorly TSI Different - - o9 o8 100 - [ Cterent i 8 Thanks to National Institute of Justice (NIJ) [grant number 2015-1J-
FYASION MPERSORATION person Similar me e D;sgeuriig T s 934 87.7 854 877 s Ziﬁg'fe”t.Ra“dm 100.0 100.0 100.0 100.0 100.0 CX-K014] awarded to AJ. (.)’T00|e' ,
e . , Different Random 1000 1000 1000 1000 1000 o Pisgulise Supported in part by Intelligence Advanced Research Projects
DCNN Slmllarlty Procedure E::Zroer:t > % 0 > +0 °2 |!me- Rand No Disguise Different Randorm Activity (IARPA). This research is based upon work supported by the
g:fgel:;': Random g, 3 96.2 95.4 95.4 96.2 96.2 Disguise -2 1000 1000 1000 20 Office of the Director of National Intelligence (ODNI), Intelligence
Advanced Research Projects Activity (IARPA), via IARPA R&D
. . Contract No. 2014- 14071600012. The views and conclusions
r N [Mam Premise contained herein are those of the authors and should not be
‘ff = E>' ‘ ) Unf il interpreted as necessarily representing the official policies or
¥ - NTamiliar i imbpli
| = . ” %%\ , ., . , , . endorsements, either expressed or implied, of the ODNI, IARPA, or
| Fﬁ ’Fi @"& ° Humans : No Disguise > Impersonation >>> Evasion Averagmg Method Results: Contrast” Method Results: the U.S. Government. The U.S. Government is authorized to
i ... DCNN model : ) : ) o i i * |Increased performance on Evasion trials reproduce and distribute reprints for Governmental purposes
. DCNN : No Disguise > Impersonation >>> Evasion Increased performance on Evasion trials p produce an P overn purp
1. FACADE 2. Processed... 3. ‘Feature 4. Similarity notwithstanding any copyright annotation thereon.
images input to vectors’ scores . . N . o : : : . i .
algorithm generated  computed A . But... decreased performance on different-identity ]Ic\/lalnta!ned high performance on different-identity
. . . . I dace pairs
for each . Humans : No Disguise > Impersonation > Evasion face pairs P
(Sankaranarayananetal. 2016) image . DCNN : 2?77
If similarity scores > criterion = same identity, if not = different identity




